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SUPERIOR COURT OF THE STATE OF CALIFORNIA 

COUNTY OF LOS ANGELES, CENTRAL DISTRICT 

 

JOHN DOE, on behalf of himself and all others 
similarly situated and for the benefit of the general 
public, 
 

Plaintiff, 
 

v.  
 

CALIFORNIA DEPARTMENT OF PUBLIC 
HEALTH; SANDRA SHEWRY, Acting Director 
of the California Department of Public Health, in 
her official capacity; THRIVE TRIBE 
FOUNDATION; EVOLVE HEALTHCARE; 
GARY GOLDSTEIN; GOOD HEALTH, INC. 
D/B/A PREMIER PHARMACY SERVICES; and 
DOES 2 through 25, inclusive, 
 
 

Defendants.  

Case No.  20STCV32364 
 

FIRST AMENDED CLASS ACTION 

COMPLAINT 

 
(1) Information Practices Act of 1977 
 

(2) AIDS Public Health Records 
Confidentiality Act 
 

(3) Confidentiality of Medical Information Act 
 

(4) Invasion of Privacy 
 

(5) Negligence 
 

(6) Unlawful, Fraudulent and Unfair Business 
Practices 

 

Jury Trial Demanded on All Causes of 
Action So Triable 
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Plaintiff John Doe (“Plaintiff”)1 brings this action on behalf of himself and all others similarly 

situated and for the benefit of the general public against Defendant California Department of Public 

Health and Sandra Shewry, Acting Director of the California Department of Public Health, in her official 

capacity (collectively referred to as “CDPH” or the “State Defendants”);2  Thrive Tribe Foundation 

(“Thrive Tribe”); Evolve Healthcare, Inc. (“Evolve Healthcare”); Gary Goldstein (“Mr. Goldstein”); 

Good Health, Inc. d/b/a Premier Pharmacy Services (“Premier Pharmacy”)3 (collectively referred to as 

the “Non-State Defendants”); and DOES 2–25 (along with State Defendants and Non-State Defendants, 

referred to herein as “Defendants”). Plaintiff, through his undersigned counsel, alleges the following 

based on personal knowledge as to allegations regarding Plaintiff, and on information and belief as to all 

other allegations. 

NATURE OF THE CLAIM 

1. In California, the protection of personal privacy is of paramount importance. The 

California Constitution guarantees consumers the right to privacy. Furthermore, California law explicitly 

recognizes that for those living with HIV or AIDS, the injury caused by a violation of their personal 

medical privacy is particularly harmful.  

2. This action arises from the conduct of Defendants CDPH, Thrive Tribe, Premier 

Pharmacy, Evolve Healthcare, and Mr. Goldstein. These individuals and entities both orchestrated and 

participated in, or failed to prevent in the case of CDPH, the unauthorized access of confidential data 

from Thrive Tribe belonging to Plaintiff and approximately 460 other individuals enrolled in two CDPH 

programs that provide people living with HIV access to adequate healthcare—the AIDS Drug Assistance 

Program (“ADAP”) and the Office of AIDS’s Health Insurance Premium Payment program (“OA-

HIPP”). Premier Pharmacy directed its agents Mr. Goldstein and Evolve Healthcare to acquire the Thrive 

Tribe data in order to increase its profit in various ways. Thrive Tribe is a contractor for CDPH for 

 
1 Due to the sensitive nature of this action, Plaintiff has chosen to file under a pseudonym. (See, e.g., Jane 

Doe 8015 v. Sup. Ct. (2007) 148 Cal.App.4th 489 [patient allowed to proceed anonymously when suing 
a laboratory after contracting HIV].) 
2 Following the filing of the initial Complaint, Acting Director Shewry has been succeeded by CDPH’s 
current Director, Dr. Tomás J. Aragón. 
3 Premier Pharmacy was previously identified in the initial Complaint as defendant DOE 1. 
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purposes of enrolling individuals in the ADAP and OA-HIPP programs and administering those 

programs. 

3. When Plaintiff and all other persons similarly situated provided their personal medical 

information to CDPH and Thrive Tribe for the purpose of participating in these HIV-assistance programs, 

they did so with the reasonable understanding and assurance, either express or implied, that their most 

sensitive medical and personal information would be kept confidential and secure.  

4. Unfortunately for Plaintiff and other similarly situated individuals who participated in 

these two programs, which were administered by CDPH with the assistance of Thrive Tribe, their 

personal and sensitive medical information was not kept secure. As a result, their confidential information 

was disclosed and disseminated without written authorization or consent to at least Mr. Goldstein, Evolve 

Healthcare, and Premier Pharmacy and their agents and/or employees.4 

5. According to CDPH’s initial investigation of this unauthorized disclosure of confidential 

medical information, Joel Anderson, an employee of Thrive Tribe and Evolve Healthcare and an officer, 

agent, and/or employee of Premier Pharmacy, disclosed without written authorization or consent from 

the affected consumers or CDPH the personal and medical information of Plaintiff and other similarly 

situated individuals to at least Mr. Goldstein, Evolve Healthcare, and Premier Pharmacy.  

6. Neither Mr. Anderson, Evolve Healthcare, Mr. Goldstein, nor Premier Pharmacy were 

authorized to access, use, disclose, or permit its employees or agents to use or disclose this information.  

7. At all times relevant to the unauthorized disclosure of Plaintiff’s and other similarly 

situated individuals’ confidential information, Mr. Anderson and Evolve Healthcare—along with Thrive 

Tribe—were deeply and financially connected by and through Mr. Goldstein. Premier Pharmacy also had 

a close working and financial relationship with Mr. Goldstein. 

8. The conduct of Defendants permitted the unauthorized disclosure of sensitive personal 

and medical information of HIV-positive individuals and has caused the disclosure of Plaintiff’s and 

 
4
 Adherence Project, which was named in the initial Complaint as a defendant, is a non-profit entity that 

has confirmed under penalty of perjury that it is not in possession of any of the data in question and does 
not have any assets or insurance. A Request for Dismissal of this entity was filed on September 16, 2022, 
and an Order Granting Dismissal of Adherence Project was issued by the Court on September 19, 2022. 
Adherence Project is not listed as a Defendant in the Amended Complaint for that reason. 
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other similarly situated individuals’ HIV status to any person coming in contact with the non-public 

personal and sensitive medical information at issue here that was disclosed without their authorization or 

consent.     

9. The non-public personal and medical information at issue here includes, but is potentially 

not limited to, their full names, dates of birth, personal phone numbers and email addresses, HIV status 

and other medical conditions, health insurance provider information, public health program participant 

information, and program eligibility dates.  

10. Due to the stigma and discrimination associated with HIV, the disclosure of an 

individual’s HIV status can have far-ranging consequences including loss of housing and employment, 

as well as severe health consequences, as a result of the inability to access healthcare services and 

increased stress that undermines the immune system. 

11. Plaintiff and all other similarly situated enrollees also face a long-term battle against 

identity theft, as their names, dates of birth, and addresses were subject to the unauthorized disclosure. 

One can become a victim of identity theft simply as a result of the unauthorized disclosure of one’s name 

and address, as this information could be used as a gateway to discovering other personally identifiable 

information of the individual, for example by answering security questions with the individual’s financial 

institutions, or redirecting the individual’s mail to an address of the thief’s choice.  

12. The risk of identity theft is further exacerbated because, as part of the ADAP and OA-

HIPP enrollment process, Plaintiff and all others similarly situated provided CDPH and Thrive Tribe 

copies of their driver’s licenses and/or passports and their IRS Form 1040s or other proofs of income. 

13. Defendants’ collective failure to adequately protect the non-public personal and medical 

information in their possession, and the resulting unauthorized disclosures, has caused and will continue 

to cause substantial harm and injuries to Plaintiff and Class members. 

14. Plaintiff brings this action on behalf of himself and others similarly situated for statutory, 

actual, and/or compensatory damages; punitive damages 5  and equitable relief, including costs and 

expenses of litigation including attorneys’ fees; and injunctive relief that may be appropriate for the 

benefit both of such persons and the general public. 

 
5 Plaintiff does not seek punitive damages against the State Defendants. 
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JURISDICTION AND VENUE 

15. This Court has jurisdiction over this matter pursuant to California Code of Civil 

Procedure section 410.10 because the acts set forth in this Amended Complaint took place in California, 

Plaintiff and Class members are citizens of California, and Defendants conduct a substantial amount of 

business and/or are incorporated in California. 

16. Venue is proper in Los Angeles County pursuant to California Code of Civil Procedure 

sections 395 and 395.5 and Civil Code section 1798.49, because the Plaintiff resides in this County, a 

substantial part of the events and omissions giving rise to the claims occurred in this County as set forth 

herein, at least one of the corporate Defendants has their principal place of business in this County, and/or 

at least one of the individual Defendants resides in this County. 

PARTIES 

17. On personal knowledge, Plaintiff John Doe is a citizen of the State of California and 

resides in Los Angeles County, California. He is a person living with HIV and, at all times relevant to 

this action, was enrolled in the ADAP and OA-HIPP programs, which are state and federally funded 

programs to help manage the cost of his HIV treatment. Prior to enrolling in these programs, and at all 

times relevant to this action, Plaintiff was not and is not a client of Premier Pharmacy or Evolve 

Healthcare. He never purchased HIV medication or any other medications or items from Premier 

Pharmacy. John Doe never authorized Evolve Healthcare, Mr. Anderson, Mr. Goldstein, or Premier 

Pharmacy to receive, obtain, or retain his personal and medical information. Plaintiff has been damaged, 

injured in fact, and/or has lost money or property as a result of Defendants’ misconduct, in that he has 

had his personal and medical information disclosed to third parties without his authorization, has lost 

control over data in which he has a vested interest, and has not received the statutory damages to which 

by law he is entitled. 

18. On October 29, 2020, Plaintiff filed a claim with the State of California under the 

California Tort Claims Act. The California Department of General Services has failed to resolve the claim 

within the required time period. Plaintiff has thus satisfied any requirement to file a claim prior to 

asserting claims in this Amended Complaint against the State Defendants.  
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19. Defendant CDPH is the state agency responsible for implementing the ADAP and OA-

HIPP Programs. It retained Thrive Tribe to act as a contractor and agent to enroll individuals in the ADAP 

and OA-HIPP programs as well as to assist in the administration of those programs, and thus was 

responsible for overseeing the conduct of Thrive Tribe in the protection of Plaintiff’s and other 

consumers’ personal and medical data and HIV status. 

20. Defendant Sandra Shewry is the Acting Director of CDPH and is sued herein in her 

official capacity.  

21. Defendant Thrive Tribe Foundation is a 501(c)(3) nonprofit organization with its 

principal place of business in the City of West Hollywood, Los Angeles County, California. At all 

relevant times herein, Thrive Tribe was a service provider under contract with CDPH focused on, among 

other things, enrolling individuals in the ADAP and OA-HIPP programs and assisting CDPH in the 

administration of those programs, and acted as an agent of CDPH in that capacity. To enroll clients and 

assist CDPH in the administration of these programs, Thrive Tribe was responsible for creating and 

maintaining agency records that contained clients’ personal and medical information. The conduct of 

Thrive Tribe at issue was reviewed, approved, or ratified by one or more of the officers or directors of 

Thrive Tribe and/or they had a duty of care and oversight of the conduct that they failed to provide. 

22. Defendant Evolve Healthcare is a California for-profit corporation with its principal 

place of business in Los Angeles County, California. Evolve Healthcare is an agent of or otherwise 

affiliated with Defendant Good Health, Inc. d/b/a Premier Pharmacy Services. Mr. Goldstein owns and 

operates Evolve Healthcare as his own personal business. The conduct of Evolve Healthcare at issue was 

reviewed, approved, or ratified by one or more of the officers or directors of Evolve Healthcare, 

specifically including Mr. Goldstein, and/or they had a duty of care and oversight of the conduct that they 

failed to provide. 

23. Defendant Gary Goldstein, also known as “Julian” Goldstein, is the chief executive 

officer of Evolve Healthcare. Goldstein is also an employee, agent, or otherwise affiliated with Premier 

Pharmacy. Goldstein is also a founder and funder of, and/or otherwise affiliated with, Thrive Tribe and 

Adherence Project. Goldstein is a resident of Los Angeles County, California. 



1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

 

 

6 

FIRST AMENDED CLASS ACTION COMPLAINT AND DEMAND FOR JURY TRIAL 

 

24. Defendant Good Health, Inc. d/b/a Premier Pharmacy Services is a California for-profit 

corporation with its principal place of business in Los Angeles County, California. Premier Pharmacy 

was previously identified in the initial Complaint as defendant DOE 1. Defendants Mr. Anderson, 

Mr. Goldstein, and Evolve Healthcare are either employees or agents of, or otherwise affiliated with, 

Premier Pharmacy, and received compensation from Premier Pharmacy in connection with enrolling 

clients with Premier Pharmacy and carrying out other profit-making strategies as described herein. The 

conduct of Premier Pharmacy at issue was reviewed, approved, or ratified by one or more of the officers 

or directors of Premier Pharmacy and/or they had a duty of care and oversight of the conduct that they 

failed to provide. The conduct of Evolve Healthcare, Mr. Goldstein, and Mr. Anderson at issue herein at 

issue was also reviewed, approved, and/or ratified by one or more of the officers or directors of Premier 

Pharmacy, and/or those officers or directors had a duty of care and oversight of the conduct that they 

failed to provide. 

25. The true names, roles, and capacities of Defendants named as DOES 2 through 25, 

inclusive, including their involvement in the wrongdoing at issue, whether individual, corporate, 

associate, or otherwise, such as reviewing, approving, or ratifying the conduct at issue, are currently 

unknown to Plaintiff and, therefore, are named as Defendants under fictitious names pursuant to 

California Code of Civil Procedure section 474. Plaintiff will identify their true identities and their 

involvement in the wrongdoing at issue if and when they become known.  

26. The conduct of certain Defendants described herein was undertaken as agents, servants, 

contractors, or employees of CDPH pursuant to California Civil Code section 1798.19 and/or was 

performed within the course and scope of their authority, agency, or employment. Thrive Tribe was an 

agent of and under contract with CDPH for purposes of the claims at issue, thus making the conduct of 

Thrive Tribe’s agents and employees, including Mr. Anderson, the responsibility of CDPH.  

27. CDPH’s and Thrive Tribe’s conduct described herein was also generally undertaken or 

authorized by officers or managing agents who were responsible for supervision and operations decisions 

relating to the protection and disclosure of the data in question. CDPH’s and Thrive Tribe’s actions and 

conduct were ratified, authorized, and approved by such managing agents. The described conduct of said 

managing agents and individuals was therefore undertaken on behalf of CDPH and Thrive Tribe. CDPH 
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and Thrive Tribe further had or are imputed to have advance knowledge of the actions and conduct of 

said individuals.  

28. The Non-State Defendants were agents or employees of each other, as set forth herein. 

Said Defendants are jointly and severally responsible, in whole or in part, for the conduct, damages, and 

injuries alleged herein. At all relevant times, the Non-State Defendants engaged in a calculated and 

coordinated campaign of silence because the prospect of significant future profits outweighed concerns 

regarding the privacy and sensitivity of such data, all to the significant detriment of the public and 

Plaintiff and Class members.  

29. In addition, the Non-State Defendants had a vested financial interest in not disclosing the 

scope and extent of the unauthorized disclosure of information, thereby aiding and abetting the violations 

of law set forth herein, since without their active involvement and participation, these unauthorized 

disclosures would not have taken place. The Non-State Defendants are active participants in the 

conspiracy or concerted action at issue herein.  

30. Each of the above-named Non-State Defendants acted in concert and both aided and 

abetted and conspired with each other not to disclose the material facts stated herein. This conduct was 

authorized or acted on by and through their respective officers, employees, agents, servants, and/or 

representatives. The Non-State Defendants engaged in a conspiracy, or otherwise acted in concert, to 

(i) disclose and profit from the personal and confidential medical information at issue herein, and 

(ii) withhold material information about the unauthorized disclosure from the public, Plaintiff, and Class 

members. It was due to this conspiracy, aiding and abetting, or concerted action that Plaintiff and each 

Class member suffered harm.  

FACTUAL ALLEGATIONS 

31. A national survey conducted in 2012 by The Washington Post/Kaiser Family Foundation 

Survey Project found that fewer than half of respondents indicated that they would feel “very 

comfortable” working with someone who has HIV or AIDS. (The Washington Post and Kaiser Family 

Foundation, 2012 Survey of Americans on HIV/AIDS Summary and Chartpack (July 2012) at 16, 

https://www.kff.org/wp-content/uploads/2013/01/8334-f.pdf.) Only a third of respondents indicated that 
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they would feel “very comfortable” having a roommate who is HIV-positive, and fewer than a quarter 

would feel “very comfortable” having food prepared by someone who is HIV-positive. (Ibid.) 

32. A 2016 meta-analysis published in the journal AIDS and Behavior concluded anxiety 

related to the disclosure of one’s HIV status is “highly prevalent.” (Michael Evangeli and Abigail L. 

Wroe, HIV Disclosure Anxiety: A Systematic Review and Theoretical Synthesis, AIDS Behavior (2017) 

at 21:4, https://www.ncbi.nlm.nih.gov/pmc/articles/PMC5216111/pdf/10461_2016_Article_1453.pdf.) 

The meta-analysis reviewed 119 studies, which the authors concluded “demonstrated that perceived 

interpersonal risks are associated with HIV disclosure and outlined evidence of associations with anxiety, 

fear and worry.” (Id. at 1.) 

33. Recent studies further demonstrate that even if people living with HIV, or at risk of 

contracting HIV, do not know and cannot demonstrate who may have been made aware of their health 

status, acts such as the conduct alleged herein increase stress and anxiety due to the very real risks of the 

loss of housing, relationships, and employment. (See Activities Combating HIV Stigma and 

Discrimination, HIV.gov, https://www.hiv.gov/federal-response/federal-activities-agencies/activities-

combating-hiv-stigma-and-discrimination (last visited Oct. 5, 2022).) “HIV stigma and discrimination 

can pose complex barriers to prevention, testing, treatment, and support for people living with or at risk 

for HIV. Some examples of stigma include being shunned by family, peers, and the wider community; 

receiving poor treatment in health care and education settings; and experiencing judgmental attitudes, 

insults, or harassment. Some individuals with HIV have been denied or lost employment, housing, and 

other services; prevented from receiving health care; denied access to educational and training programs; 

and have been victims of violence and hate crimes. HIV-related stigma and discrimination prevents 

individuals from learning their HIV status, disclosing their status even to family members and sexual 

partners, and/or accessing medical care and treatment, weakening their ability to protect themselves from 

getting or transmitting HIV, and to stay healthy.” (Ibid.) 

34. As a result, even in 2022, despite key advancements in the prevention and treatment of 

HIV and AIDS, disclosure of one’s HIV status is still widely perceived as socially dangerous. For people 

living with HIV or at risk of HIV, their personal health medical information is considered to be 
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sacrosanct. Therefore, any person who lives with HIV or is at risk of contracting HIV should have full 

control over when and with whom this information is shared. 

CDPH’s Healthcare Programs for Individuals with HIV and AIDS 

35. CDPH’s Office of AIDS has lead responsibility for coordinating state programs, services, 

and activities relating to HIV and AIDS. CDPH’s Office of AIDS administers ADAP, through which 

CDPH pays the prescription costs for many medications commonly prescribed individuals living with 

HIV and those at risk of contracting HIV. CDPH also administers the OA-HIPP program, which 

subsidizes health insurance premiums and certain outpatient medical out-of-pocket costs for eligible 

HIV-positive Californians who are co-enrolled in ADAP.  

36. In the course and scope of administering these programs, CDPH contracts with for-profit 

and nonprofit entities to help administer the ADAP and OA-HIPP programs for approximately 30,000 

Californians.  

37. Thrive Tribe was a CDPH contactor and service provider for people living with HIV and 

AIDS during all times relevant to this action. In that capacity, Thrive Tribe and its employees and/or 

agents, including Mr. Anderson and Mr. Goldstein, were provided with and had access to highly 

confidential and sensitive personal and medical information of enrollees in these CDPH programs, 

including that of Plaintiff. Attached as Exhibit 1 and incorporated by this reference is the contract between 

CDPH and Thrive Tribe, which outlines CDPH’s various responsibilities to train Thrive Tribe personnel 

and oversee Thrive Tribe and Thrive Tribe and its employees’ and agents’ obligations to protect and 

secure such data. 

38. In approximately April 2018, Plaintiff enrolled in ADAP and OA-HIPP through Thrive 

Tribe.  

39. To enroll in ADAP and OA-HIPP, Plaintiff provided his HIV status, medical history, and 

other non-public personal and financial information to Thrive Tribe and CDPH.  

40. This medical, personal, and financial information is required by CDPH in order for 

individuals to receive the CDPH subsidy that pays the monthly prescription drug costs and/or health 

insurance premiums for ADAP and OA-HIPP clients. 
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41. In its capacity as a CDPH contractor and agent, Thrive Tribe created and maintained 

records regarding Plaintiff and other similarly situated individuals that it enrolled in ADAP and OA-

HIPP. This included records such as enrollees’ full names, dates of birth, personal phone numbers and 

email addresses, HIV status and other medical conditions, financial information for determining 

eligibility, health insurance provider information, public health program participant information, and 

program eligibility dates. 

42. These records were created and maintained at the direction of CDPH by Thrive Tribe in 

furtherance of the operation of CDPH’s ADAP and OA-HIPP programs. 

43. As custodians of private health information, CDPH and Thrive Tribe are required by state 

law to ensure that such information is not disclosed or disseminated to any unauthorized parties without 

the clients’ advance written authorization or consent.  

The Unauthorized Disclosure of Highly Confidential Information by Thrive Tribe 

44. On or about April 30, 2020, CDPH was notified that the personal and medical 

information of approximately 460 individuals enrolled in ADAP and OA-HIPP had been the subject of 

an unauthorized disclosure by Mr. Anderson, an employee of Thrive Tribe and Evolve Healthcare and 

an officer, agent, and/or employee of Premier Pharmacy. As described below, CDPH’s subsequent 

notification to the affected individuals was incomplete. 

45. Even though, as detailed herein, the disclosure in question took place in April 2019, none 

of the Non-State Defendants told CDPH of the unauthorized disclosure at that time or otherwise 

participated in the subsequent notification of the affected individuals, despite their duty to do so. 

46. In subsequent communications with Plaintiff and his counsel, CDPH revealed that Thrive 

Tribe was the contractor responsible for the unauthorized disclosure. According to CDPH, Mr. Anderson 

obtained the personal and medical information at the direction of Mr. Goldstein and Premier Pharmacy 

and disclosed it to Mr. Goldstein and Premier Pharmacy, though neither were authorized to receive it. 

47. On or around June 30, 2020—two months after the CDPH was notified of the 

unauthorized disclosure—CDPH alerted Plaintiff and approximately 460 other similarly situated 

individuals by regular mail that their non-public personal and medical information was the subject of an 
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unauthorized disclosure and had been compromised (“CDPH Mailing”). Attached as Exhibit 2 and 

incorporated herein by reference is a true and correct copy of the CDPH Mailing.  

48. This communication has not been published on either CDPH’s website or the California 

or federal data breach notification databases as of the time the original Complaint and this Amended 

Complaint were filed. Nor have any of the Non-State Defendants apparently notified the relevant 

authorities of their role in this breach, including but not limited to the U.S. Department of Health and 

Human Services and the California Department of Justice. In addition, while CDPH claims in the Thrive 

Tribe Breach FAQ discussed below that it is “attempting to retrieve” Plaintiff’s and other similarly 

situated individuals’ data, CDPH has failed to do so.  

49. Thus, as of this Amended Complaint, it appears the data in question has not been 

remediated in terms of: (1) identifying all locations of that data and who has had contact with it; 

(2) securing the data against further unauthorized disclosures; and (3) informing Plaintiff and Class 

members the full details of the unauthorized disclosures, who has had access to the data, and what has 

and will be done to prevent further unauthorized disclosures.  

50. As evidence of the ineffectual training CDPH provides its ADAP and OA-HIPP 

contractors and agents, including Thrive Tribe, and the inadequate security controls the agency uses for 

its ADAP and OA-HIPP programs, CDPH’s investigation revealed that the unauthorized disclosure 

occurred almost a full year before CDPH was alerted of the data breach—“on around April 22, 2019.”   

51. According to the CDPH Mailing to Plaintiff and others similarly situated, this 

unauthorized disclosure may have included the full names, dates of birth, personal phone numbers and 

email addresses, health insurance provider information, public health program participant information, 

and program eligibility dates of individuals enrolled in ADAP and/or OA-HIPP that were accessible to 

Thrive Tribe in its capacity as a CDPH contractor and agent. 

52. Although the CDPH communication claims that the unauthorized disclosure did not 

include Social Security numbers or driver’s license numbers, Plaintiff and others similarly situated 

provided that type of information to Thrive Tribe and CDPH for the purpose of enrolling and maintaining 

eligibility in the ADAP and OA-HIPP Programs.  
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53. Plaintiff and others similarly situated did not discover and reasonably could not have 

discovered until receipt of CDPH’s June 30, 2020 letter (the CDPH Mailing) that their personal and 

medical information was the subject of an unauthorized disclosure.  

54. The Non-State Defendants have neglected to provide details concerning how Plaintiff’s 

and Class members’ personal and medical information was obtained and shared by Mr. Anderson, or any 

other information that would aid in the efforts of these individuals to protect against further unauthorized 

disclosures of their HIV-positive status or the risk of identity theft or fraud.  

55. Nor has the CDPH sent any further explanation to Class members in a direct 

communication relaying further facts underlying this unauthorized disclosure; for example, what 

personal and medical information has been disclosed and by whom, where the data may reside, and how 

Class members may ensure that data is deleted. 

56. In the CDPH Mailing notifying Plaintiff and others similarly situated of this unauthorized 

disclosure, CDPH did not even identify the CDPH contractor responsible for the unauthorized disclosure 

of their personal and medical information.  

57. Because the protection of his personal and medical information is of the utmost 

importance to Plaintiff, knowing that this information is “floating out there,” accessible to unknown 

thieves and unauthorized entities, is “gut wrenching,” according to Plaintiff. It is especially traumatizing 

to have this information exposed by the healthcare professionals he trusted the most to protect it. He has 

since experienced fear, anxiety, and worry caused by the unauthorized disclosure of his medical 

information based on the notice from CDPH. 

58. In an attempt to address the fear, anxiety, and worry caused by the unauthorized 

disclosure of his medical information and mitigate the risk of becoming a victim of identity theft, Plaintiff 

submitted on or about July 23, 2020 a “grievance” form to ADAP, seeking to identify which CDPH 

contractor was involved in the unauthorized disclosure referenced in the CDPH Mailing, what 

information had been disclosed, and to whom this personal and medical information was disclosed 

without authorization.  

59. On or about July 31, 2020, CDPH responded to Plaintiff’s grievance by phone call. 

CDPH informed Plaintiff that Thrive Tribe was the agent and contractor responsible for the unauthorized 
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disclosure of Plaintiff’s and other similarly situated individuals’ personal and medical information. 

According to CDPH, these individuals’ HIV status was among the information included in this 

unauthorized disclosure.   

60. In or about July 2020, Plaintiff’s counsel submitted two Public Records Act (“PRA”) 

requests to CDPH seeking more information about the unauthorized access. Attached as Exhibit 3 and 

incorporated herein by this reference is a true and correct copy of one of the documents CDPH provided 

Plaintiff’s counsel in response to the PRA Requests entitled “Frequently Asked Questions,” which 

summarizes the results of CDPH’s investigation (hereinafter, the “Thrive Tribe Breach FAQ” or “FAQ”). 

According to a cover letter to Plaintiff’s counsel from CDPH accompanying the Thrive Tribe Breach 

FAQ, the personal and medical information of Plaintiff and approximately 460 similarly situated 

individuals was disclosed without authorization “to three unauthorized health-related entities, including 

a pharmacy benefits company, an entity trying to become an ADAP enrollment site, and a health care 

coordination company.” (Id. at 2.) The FAQ has not been posted on the CDPH website, and instead 

appears to only have been made available to Class members in response to individual inquiries. CDPH 

has not advised Class members how to access this information or even that it is available to Class 

members.  

61. According to the Thrive Tribe Breach FAQ, the personal and medical information of 

these approximately 460 individuals was disclosed by Thrive Tribe without authorization or advance 

consent to Mr. Goldstein, Evolve Healthcare, and Premier Pharmacy. (Ibid.) 

62. According to CDPH’s Thrive Tribe Breach FAQ and other documents provided by 

CDPH in response to the PRA requests, on or about April 22, 2019, Mr. Anderson accessed sensitive 

information of approximately 460 individuals enrolled in ADAP and/or OA-HIPP that was maintained 

by Thrive Tribe. Mr. Anderson thereafter, and without authorization from Plaintiff or Class members, 

uploaded the Thrive Tribe data to a third-party cloud-based server, detailed below. He provided access 

to some of that information to Evolve Healthcare, Mr. Goldstein, and Premier Pharmacy, who in turn 

copied that information to computers in their possession, custody, or control. Plaintiff’s and others’ 

personal and medical information, including their HIV status, was included in this improperly accessed 

data, according to CDPH.  



1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

 

 

14 

FIRST AMENDED CLASS ACTION COMPLAINT AND DEMAND FOR JURY TRIAL 

 

63. As a direct and foreseeable result of CDPH’s failure to oversee the actions of its 

contractor and agent Thrive Tribe and its employees and staff, Mr. Anderson was able to engage in this 

unauthorized disclosure undetected for over a year. 

64. CDPH produced additional documents to Plaintiff’s counsel in response to Plaintiff’s 

PRA requests that corroborate the findings of Plaintiff’s investigation and the allegations contained 

herein. 

65. Based on these communications and documents obtained from CDPH and Plaintiff’s 

counsel’s own investigation, Plaintiff’s counsel sent letters in August 2020 to Thrive Tribe, Adherence 

Project, Evolve Healthcare, Premier Pharmacy, and numerous individuals serving as officers or board 

members of those organizations, including Mr. Anderson and Mr. Goldstein, demanding that they cure 

and correct this illegal conduct as described herein. While one of Thrive Tribe’s directors responded to 

the August 3 letter, he did not provide any specifics that rebutted the information provided in Plaintiff’s 

letter and by CDPH, nor did he offer to cure the unauthorized disclosure. Instead, the director did not 

deny such disclosure took place, but asserted (without providing any corroborating information) that 

CDPH’s notification of the unauthorized disclosure was “in error” and that the agency failed to 

adequately investigate and fully adjudicate the matter. The information so far provided by CDPH refutes 

such claims.  

66. As of the date of this Amended Complaint, each of the Non-State Defendants are still in 

possession of the data at issue and have not taken appropriate remedial steps to identify, segregate, and/or 

protect such data against further unauthorized disclosure. In addition, even though it was data under 

Thrive Tribe’s control, Thrive Tribe never disclosed the facts surrounding this unauthorized disclosure 

on its website or to its members.  

Mr. Goldstein, Evolve Healthcare, and Premier Pharmacy’s Involvement in the 

Unauthorized Disclosure 

67. Information obtained during the course of Plaintiff’s investigation into the unauthorized 

disclosure at issue demonstrates that Mr. Goldstein orchestrated and is jointly responsible for the 

unauthorized disclosure, which resulted in financial gain to Evolve Healthcare and Premier Pharmacy. 
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Mr. Goldstein provides a clear and direct link between the unauthorized disclosure of the personal and 

medical information at issue and the unauthorized recipients of this data identified by CDPH. 

68. Mr. Goldstein was one of the initial founders and a former CEO of Thrive Tribe. He also 

provided the initial funding to start the organization and continues to financially support the organization. 

69. Although he claims to have officially left the organization in or about October 2014, 

Mr. Goldstein continued to remain actively involved in Thrive Tribe.  

70. As early as 2014, Mr. Goldstein was known “for pressuring Thrive Tribe members to 

shift their drug prescriptions to pharmacies with which he was connected.” (See Fight Between  

Two WeHo HIV Groups Opens a Dirty Window, WEHOville (Oct. 17, 2016), 

https://www.wehoville.com/2016/10/17/fight-two-hiv-groups-opens-dirty-window/.) 

71. In October 2016, Thrive Tribe was sued by Kevin Stalter, its CEO at the time.  

72. Due to the economic uncertainty of the lawsuit, which threatened the continued viability 

of Thrive Tribe, Mr. Goldstein came up with the idea to set up Adherence Project “to be the successor 

organization to Thrive Tribe Foundation’s (TTF) Connection to Care (Site 1966)” and to take over work 

on behalf of CDPH in the OA-HIPP and ADAP programs, according to documents provided by CDPH 

to Plaintiff’s counsel.  

73. As a result, in addition to his role as the chief executive officer of Evolve Healthcare, 

Mr. Goldstein also became the initial founder of Adherence Project and continued to have a financial 

interest in the organization, as well as apparently having a continued interest in and control over Thrive 

Tribe. 

74. According to documents produced in response to Plaintiff’s PRA requests, at the behest 

of Mr. Goldstein, who was operating at the direction of Premier Pharmacy, in April 2019 Mr. Anderson 

accessed what has been referred to as “The Thrive Tribe Client Log” from Thrive Tribe’s database, which 

contained Plaintiff’s and other similarly situated individuals’ personal and medical information. 

Mr. Anderson subsequently “electronically sent to Gary ‘Julian’ Goldstein” and Evolve Healthcare staff 

this data, even though at the time Mr. Goldstein was no longer an employee or agent of Thrive Tribe, 

without Plaintiff’s or the putative Class’s written consent and/or authorization. Mr. Goldstein “sent Joel 

Anderson . . . to obtain[]” the Thrive Tribe Client Log “for him,” according to CDPH documents. The 
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data was then used to financially benefit Premier Pharmacy as discussed below, and a significant portion 

of the data was uploaded to Premier Pharmacy’s patient prescription drug database. 

75. Neither Mr. Goldstein, his company Evolve Healthcare, nor Premier Pharmacy was a 

CDPH-certified enrollment/eligibility worker at any time relevant herein, which means, inter alia, they 

were not authorized by CDPH to receive or use the Thrive Tribe Client Log or any data contained therein. 

Nor were Mr. Goldstein or Evolve Healthcare authorized by Plaintiff or others similarly situated to 

receive, use, or cause to be disclosed their personal and medical information. Mr. Goldstein and his 

company Evolve Healthcare and Premier Pharmacy were therefore unauthorized recipients of this 

confidential information.  

76. Mr. Anderson obtained the Thrive Tribe Client Log under the pretense that he was a 

CDPH-certified enrollment/eligibility worker volunteering at Thrive Tribe, where he assisted people 

enrolling in the ADAP and OA-HIPP programs.  

77. However, concurrently and at all times relevant herein, Mr. Anderson was also an 

employee or agent of, or otherwise affiliated with, Evolve Healthcare and Premier Pharmacy, and thus 

according to documents obtained from CDPH was “working for Evolve Healthcare/Julian 

Goldstein/Adherence Project.”  

78. According to CDPH’s investigation, there was a financial motivation for Evolve 

Healthcare, Premier Pharmacy, Mr. Anderson, and Mr. Goldstein to engage in the unauthorized sharing 

of the data at issue. Mr. Goldstein “wanted the [Thrive Tribe] client list to increase traffic to his new 

enrollment site [i.e., Adherence Project] and he would receive payment for clients that he brought to 

Premier Pharmacy.”  

79. Evolve Healthcare and Mr. Goldstein had an agreement with Premier Pharmacy that, in 

exchange for referring enrollees in the ADAP and OA-HIPP programs to Premier Pharmacy for the 

purchase of their HIV medications, Premier Pharmacy provided financial compensation. 

80. According to the documents obtained from the CDPH, Plaintiff’s and other similarly 

situated individuals’ personal and medical information that Mr. Anderson provided to Mr. Goldstein 

“was input into a database” used by Mr. Goldstein, Mr. Anderson, and Evolve Healthcare “to track 

HIV/PrEP clients,” for the mutual financial benefit of Evolve Healthcare and Premier Pharmacy. “PrEP” 
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means “Pre-Exposure Prophylaxis” and includes the use of anti-HIV medications to keep HIV-negative 

people from becoming infected. 

81. Mr. Goldstein directed Mr. Anderson to identify a database platform where various lists 

maintained by Evolve Healthcare could be stored. Mr. Anderson thereafter set up a database in a third-

party cloud-based server serviced by Airtable. The personal and medical information at issue was 

uploaded to that database platform by Mr. Anderson, again without the authorization or consent of 

Plaintiff and others similarly situated.  

82. This was not a trivial project, as Mr. Anderson claimed he spent over 50 hours creating 

this database and uploading the database into this cloud-based server.  

83. In 2019, Evolve Healthcare was managing several lists in its possession, including lists 

of clients referred to Premier Pharmacy by Evolve Healthcare, Mr. Anderson, and Mr. Goldstein, as well 

as lists of individuals who were not Premier Pharmacy clients who could be targeted for referral.  

84. These lists were created from the Thrive Tribe Client Log, among other sources, and 

were created for the financial benefit of Mr. Goldstein, Evolve Healthcare, and Premier Pharmacy. At 

the time these lists were being developed, Premier’s CEO provided Evolve Healthcare, Mr. Goldstein, 

and Mr. Anderson lists of Premier Pharmacy patients. 

85. Evolve Healthcare’s employees worked in close coordination with and at the direction of 

Premier Pharmacy staff, including its CEO.  

86. According to CDPH’s investigatory documents, some or all of the data derived from the 

“[Thrive Tribe Client Log] was saved to Premier Pharmacy’s database” by Mr. Anderson and/or 

Mr. Goldstein.  

87. This data was also uploaded by Evolve Healthcare employees to Premier Pharmacy’s 

patient prescription drug database. Premier Pharmacy was an unauthorized recipient of this confidential 

information. 

88. On or about July 7, 2020, CDPH served Evolve Healthcare with a “Clawback Letter,” 

notifying Evolve Healthcare that the agency was informed that “The Thrive Tribe Client Log: a list of 

active clients of The Thrive Tribe as of April 2019,” which included Plaintiff’s and others’ personal and 
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medical information, “was provided” to Evolve Healthcare “without authorization.” Attached as 

Exhibit 4 and incorporated herein by reference is a true and correct copy of that document.  

89. Evolve Healthcare and Mr. Goldstein have tried to avoid culpability for this unauthorized 

disclosure, claiming that “Evolve Healthcare did not receive, on or around April 22, 2019, electronic 

information titled ‘Thrive Tribe Client Log,’ or a list of active clients of Thrive Tribe as of April 2019, 

and does not now have any such information.” While there may not be a list technically called “Thrive 

Tribe Client Log” on a computer under the possession or control of Evolve Healthcare and/or 

Mr. Goldstein, Mr. Goldstein was directly provided the data in question by Mr. Anderson, and 

Mr. Anderson set up a database containing the data. Mr. Goldstein, in his capacity as the CEO of Evolve 

Healthcare, had access to the database and was also able to download the data from the third-party cloud-

based server Airtable.  

Evolve Healthcare Worked in Concert with Premier Pharmacy 

90. During all times relevant to this Amended Complaint, Evolve Healthcare worked nearly 

exclusively with Premier Pharmacy. Evolve Healthcare’s, and by extension Mr. Goldstein’s, income is 

derived in part from this relationship with Premier Pharmacy. Evolve Healthcare operates as a fully 

integrated “marketing arm” of Premier Pharmacy, providing client management and profit-boosting 

services across Premier’s book of business.   

91. Mr. Anderson also works with Evolve Healthcare and Premier Pharmacy. 

92. Evolve Healthcare’s specific role with Premier Pharmacy is to undertake profit-

maximization schemes on behalf of and with the agreement and assent of the pharmacy. For its work 

with Premier, Evolve Healthcare had access to Premier’s computer network, including a patient 

prescription database and a portal for communicating with patients’ doctors. In furtherance of this 

agreement, Mr. Goldstein, Mr. Anderson, and Evolve Healthcare staff were able to access Premier’s 

computer network and client databases, using laptops issued to them by Premier Pharmacy and/or remote 

network access via their personal computers, and could use those computers to access and/or upload some 

or all of the data in question to Premier Pharmacy’s network, even though they did not have prior 

authorization or consent from Class members to do so. Evolve Healthcare employees were required to 

use Premier’s patient database and closely coordinate with Premier’s staff as an essential aspect of the 
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HIV patient services that Premier Pharmacy hired Evolve Healthcare to provide. This work was 

undertaken for the financial benefit of Premier Pharmacy and required Mr. Goldstein, Mr. Anderson, and 

Evolve Healthcare staff to use Premier’s patient database. 

93. The profit-generating efforts by Evolve Healthcare, on behalf of and with the assent of 

Premier Pharmacy, include, but are not limited to: (1) soliciting Premier Pharmacy’s HIV-positive clients, 

including persons whose data was obtained from Thrive Tribe without their authorization or consent, to 

transfer their medical care to doctors who participate in the federal 340B Drug Pricing Program under 

the Medicaid Drug Rebate Program, with the intent that thereafter these individuals would use Premier 

Pharmacy to fulfill prescriptions; (2) influencing Premier Pharmacy clients, including persons whose data 

was obtained from Thrive Tribe without their authorization or consent, who were prescribed antiretroviral 

medications for their HIV diagnoses to switch their medication regimen from a one-pill treatment to a 

three-pill treatment, as the multi-pill regimen generates more profits; and (3) soliciting individuals, 

including persons whose data was obtained from Thrive Tribe without their authorization or consent, 

who are prescribed medications related to the prevention and/or treatment of HIV/AIDS for referral to 

the pharmacy.   

94. Under the 340B Drug Pricing Program, a healthcare organization like Premier Pharmacy 

is eligible to purchase covered medications at an estimated 25–50% discount, which can make filling 

such prescriptions profitable for Premier Pharmacy, and by extension, benefit Evolve Healthcare, 

Mr. Anderson, and Mr. Goldstein. 

95. Mr. Anderson, Mr. Goldstein, Evolve Healthcare, and Premier Pharmacy were 

financially motivated to enter into an agreement to move clients to doctors and clinics that participated 

in the 340B Drug Pricing Program in order to boost Premier Pharmacies’ profits, which would include 

persons whose data was obtained from Thrive Tribe without their authorization or consent.   

96. Soliciting existing Premier patients to switch from their current doctors and clinics to 

340B clinics and doctors (and the profits that this generated for Premier) drove Mr. Goldstein’s conduct 

related to the data breach.  

97. Evolve Healthcare and Mr. Goldstein engaged in various other schemes at the direction 

of, with the knowledge of, and for the benefit of Premier Pharmacy.  



1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

 

 

20 

FIRST AMENDED CLASS ACTION COMPLAINT AND DEMAND FOR JURY TRIAL 

 

98. Premier Pharmacy personnel and Mr. Goldstein directed Mr. Anderson to become an 

ADAP enrollment worker at Thrive Tribe so that Evolve Healthcare and Mr. Goldstein could access 

Thrive Tribe’s membership for Premier’s profit. Mr. Anderson, who was simultaneously a volunteer of 

Thrive Tribe and an agent, employee, or contractor of Premier Pharmacy, Evolve Healthcare, and 

Mr. Goldstein, disclosed or caused to be disclosed, without written authorization from CDPH or these 

individuals, the Thrive Tribe membership list and their HIV statuses to Premier Pharmacy, Evolve 

Healthcare, and Mr. Goldstein. 

99. Evolve Healthcare, Mr. Goldstein, and Mr. Anderson acted as the agents of Premier 

Pharmacy when they obtained without authorization the nonpublic personal and medical information of 

the 460 individuals held by Thrive Tribe. Premier Pharmacy exercised a significant level of control over 

Evolve Healthcare’s operations in pursuit of a common purpose of increasing Premier’s profits. Premier 

relied on Mr. Goldstein’s and Evolve Healthcare’s judgment to develop strategies to increase Premier’s 

profits. Premier Pharmacy, after learning of Mr. Goldstein’s various misconducts, including his intent to 

obtain the Thrive Tribe membership list in order to increase Premier’s profits, continued Premier’s 

ongoing business relationship with Evolve Healthcare and Mr. Goldstein. 

CDPH’s and Thrive Tribe’s Failure to Prevent the Unauthorized Disclosure 

100. According to the CDPH Office of AIDS’s Agreement by Employee/Contractor to 

Comply With Confidentiality Requirements, CDPH purportedly recognizes that the confidentiality of 

personal and medical records of people living with HIV/AIDS must be of the “the foremost concern” to 

its contractors and employees. Attached as Exhibit 5 and incorporated herein by reference is a true and 

correct copy of that document.  

101. Public health agencies and service providers such as CDPH, its contractors such as Thrive 

Tribe, and its employees and agents are legally required to keep their clients’ personal and medical 

information private and secured. 

102. Yet despite undertaking this responsibility, CDPH, through the actions or inactions of its 

agent and contractor, Thrive Tribe and Thrive Tribe’s employees failed to protect the unauthorized 

disclosure of Plaintiff’s and other similarly situated individuals’ personal and medical information. 
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103. CDPH and Thrive Tribe either knew or reasonably should have known of the risks 

inherent in maintaining ADAP and OA-HIPP clients’ non-public personal and medical information, and 

knew or reasonably should have known that if such information was disclosed to persons who were not 

authorized to possess it, the disclosure could have dire consequences for Plaintiff and Class members.  

104. Thrive Tribe and its directors were aware that Mr. Goldstein formed Thrive Tribe to 

create a pipeline of patient referrals for Evolve Healthcare and Premier Pharmacy, monetizing for his and 

Premier’s financial benefit the organization’s work in the West Hollywood community. As Thrive Tribe’s 

founder and primary initial funder, controlling director, and past executive director, Mr. Goldstein’s 

schemes were no secret to Thrive Tribe’s directors and staff. Thrive Tribe’s participation in the 

unauthorized access of the data was motivated by its need to continue receiving financial support from 

Mr. Goldstein. 

105. In fact, the unauthorized disclosure alleged herein is not the first occurrence where a 

former Thrive Tribe employee was suspected of disclosing the personal and medical information of 

hundreds of HIV-positive individuals who were clients of Thrive Tribe without their authorization or 

consent, many of whom would have been ADAP or OA-HIPP enrollees.  

106. In or about July 2016, shortly after Thrive Tribe’s then-CEO Kevin Stalter was 

terminated (which led to Stalter’s lawsuit against Thrive Tribe later that year and Mr. Goldstein’s plan to 

establish Adherence Project in response, as alleged above), the personal and private data of the Thrive 

Tribe’s members was accessed without authorization. (See Fight Between Two WeHo HIV Groups Opens 

a Dirty Window, WEHOville (Oct. 17, 2016), https://www.wehoville.com/2016/10/17/fight-two-hiv-

groups-opens-dirty-window/.) 

107. According to that report, Thrive Tribe alleged that Mr. Stalter illegally downloaded the 

organization’s database for the apparent purpose of creating a competing nonprofit organization. (Ibid.) 

The database that Mr. Stalter allegedly accessed contained the names of and other information about 

Thrive Tribe’s members, many of whom are HIV-positive. (Ibid.) 

108. Although Thrive Tribe asked the L.A. County Sheriff’s Department to investigate this 

situation and did not report to CDPH that it had been resolved, CDPH continued to work with Thrive 
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Tribe in its capacity as a CDPH contractor. CDPH thus failed to terminate its contract with Thrive Tribe 

after receiving notice of this possible privacy breach. 

109. In addition, despite having knowledge that its former CEO Mr. Stalter may have been 

able to improperly access the personal, medical, and financial data of the organization’s clients and 

members, CDPH and Thrive Tribe failed to take necessary steps to audit or prevent future unauthorized 

disclosures of such information, as evidenced by the efforts of Mr. Anderson that went undetected for a 

year.  

110. It was not until June 17, 2020, after CDPH was notified of the most recent unauthorized 

disclosure of Thrive Tribe’s clients’ personal and medical information, that CDPH terminated Thrive 

Tribe’s ADAP contract. CPDH also declined to authorize Adherence Project to take over the operations 

of Thrive Tribe as a successor organization, likely in part because of Mr. Goldstein’s role in obtaining 

unauthorized access to and disclosure of Plaintiff’s and Class members’ sensitive personal data.  

111. CDPH still has not adequately notified all other individuals affected by this unauthorized 

disclosure that the unauthorized disclosure of their personal and medical information arose from Thrive 

Tribe’s failures to adequately protect such information, even though it is obligated by both law and its 

contract with CDPH to do so. Nor has CDPH alerted the Class members that Mr. Goldstein, 

Mr. Anderson, and Evolve Healthcare—along with Thrive Tribe and Premier Pharmacy—received some 

or all of this data and are jointly and severally responsible for this unauthorized disclosure. 

112. As a result of the unlawful conduct described above, all of the Defendants breached 

duties owed to Plaintiff and Class members by, inter alia, (i) not exercising reasonable care in retaining, 

maintaining, securing, and safeguarding non-public personal and medical information from being 

accessed and taken by unauthorized persons, including by present and former employees; (ii) failing to 

implement processes to detect a breach or unauthorized access in a timely manner and to act upon any 

warnings or alerts that such systems had been improperly accessed; (iii) failing to timely and fully 

disclose the facts surrounding this unauthorized access to Plaintiff and Class members; (iv) uploading 

and accessing or permitting the uploading and accessing of such data without advance authorization and 

consent to do so; and/or (v) failing to disclose that Defendants had not adequately secured Plaintiff’s or 

Class members’ personal and medical information. 



1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

 

 

23 

FIRST AMENDED CLASS ACTION COMPLAINT AND DEMAND FOR JURY TRIAL 

 

113. Despite requests to all Defendants to take appropriate action, to date this unauthorized 

disclosure remains unremedied. 

CLASS ALLEGATIONS 

114. Plaintiff, on behalf of himself and all others similarly situated, brings this action pursuant 

to California Code of Civil Procedure section 382. This action satisfies the numerosity, commonality, 

typicality, adequacy, predominance, and superiority requirements. 

115. The proposed class (“Class”) is defined as: “All persons to whom the CDPH Mailing was 

mailed, provided, or sent for delivery.” 

116. Plaintiff reserves the right to modify or amend the definition of the proposed Class before 

the Court determines whether certification is appropriate. 

117. The Class is sufficiently numerous such that joinder of all Class members is 

impracticable. The proposed Class contains approximately 460 persons according to CDPH, although it 

is possible that additional individuals’ information was improperly accessed and/or disclosed. The Class 

is also ascertainable, as membership in the Class can be determined by the application of objective 

criteria. 

118. The factual bases of Defendants’ misconduct are common to all Class members and 

represent a common thread of unlawful and illegal conduct that results in common injury to all members 

of the Class. Common questions of law and fact exist as to all members of the Class and predominate 

over questions affecting only individual Class members. These common legal and factual questions 

include, but are not limited to, the following: 

(a) Whether Defendants implemented and maintained reasonable security practices to 

protect Plaintiff’s and Class members’ personal and medical information from 

unauthorized access, destruction, use, modification, or disclosure; 

(b) Whether Defendants, their employees, agents, contractors, officers, and/or directors 

negligently, willfully, and/or unlawfully disclosed or permitted the unauthorized 

disclosure of Plaintiff’s and Class members’ personal and medical information to 

unauthorized persons, or are responsible for others doing so;  
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(c) Whether Defendants negligently, willfully, and/or unlawfully created, maintained, 

preserved, stored, abandoned, or disposed of Plaintiff’s and Class members’ personal and 

medical information;  

(d) Whether Defendants violated California’s Information Practices Act of 1977, the AIDS 

Public Health Records Confidentiality Act, the California Medical Information Act, and 

the other laws cited herein; 

(e) The proper method or methods by which to measure damages, restitution, restitutionary 

disgorgement, or other forms of monetary relief; and 

(f) The form and scope of injunctive relief to which the Class is entitled. 

119. Plaintiff’s claims are typical of the claims of other members of the Class and there is no 

primary defense available to Defendants that is unique to Plaintiff. Plaintiff, like all Class members, was 

enrolled in ADAP and/or OA-HIPP programs administered by CDPH through Thrive Tribe, had his 

personal and medical information disclosed to third parties as a result of Defendants’ conduct without 

his authorization or consent, and has not received the statutory, actual, or other damages to which he is 

entitled under the laws set forth herein.  

120. Plaintiff will fairly and adequately represent the interests of the Class members. Plaintiff 

has retained counsel with substantial experience in prosecuting complex litigation and class actions, 

including actions concerning the protection of the sensitive medical information of individuals living 

with HIV. Plaintiff and his counsel are committed to vigorously prosecuting this action on behalf of the 

Class and have the financial resources to do so. Neither Plaintiff nor his counsel has any interest adverse 

to or that irreconcilably and materially conflicts with those of the other Class members. 

121. Absent a class action, most members of the Class would find the cost of litigating their 

claims to be prohibitive and will have no effective remedy. The class treatment of common questions of 

law and fact is also superior to multiple individual actions or piecemeal litigation in that it conserves the 

resources of the courts and litigants and promotes consistency and efficiency of adjudication. By contrast, 

the conduct of this action as a class action presents few management difficulties, conserves the resources 

of the parties and the court system, and protects the rights of each Class member by providing substantial 
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benefits to all litigants and the Court. Plaintiff anticipates no difficulty in the management of this case as 

a class action. 

122. Class treatment is also appropriate because Defendants have acted on grounds generally 

applicable to the Class, making class-wide equitable, injunctive, declaratory, and monetary relief 

appropriate. 

CAUSES OF ACTION 

First Cause of Action 

Violation of the Information Practices Act of 1977 

Cal. Civ. Code § 1798 et seq. 

(Against All Defendants) 

123. Plaintiff incorporates the foregoing allegations as if fully set forth herein.  

124. This Cause of Action is brought against all Defendants. 

125. In adopting the Information Practices Act, the Legislature declared “that the right to 

privacy is a personal and fundamental right protected by Section 1 of Article I of the Constitution of 

California and by the United States Constitution and that all individuals have a right of privacy in 

information pertaining to them.” (Cal. Civ. Code § 1798.1.) The Legislature found that the “right to 

privacy is being threatened by the indiscriminate collection, maintenance, and dissemination of personal 

information and the lack of effective laws and legal remedies.” (Ibid.) Additionally, “[t]he provisions of 

this chapter shall be liberally construed so as to protect the rights of privacy arising under this chapter or 

under the Federal or State Constitution.” (Cal. Civ. Code § 1798.63.) 

126. To fulfill these goals, the Legislature adopted Cal. Civ. Code section 1798.21, requiring 

agencies of the State of California to “establish rules of conduct for persons involved in the design, 

development, operation, disclosure, or maintenance of records containing personal information and 

instruct each such person with respect to such rules and the requirements of this chapter, including any 

other rules and procedures adopted pursuant to this chapter and the remedies and penalties for 

noncompliance.” 

127. Cal. Civ. Code section 1798.21 further states that “[e]ach agency shall establish 

appropriate and reasonable administrative, technical, and physical safeguards to ensure the security and 
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confidentiality of records, and to protect against anticipated threats or hazards to their security or integrity 

which could result in any injury.” 

128. Similarly, Cal. Civ. Code section 1798.19 requires that “[e]ach agency when it provides 

by contract for the operation or maintenance of records containing personal information to accomplish 

an agency function, shall cause, consistent with its authority, the requirements of this chapter to be 

applied to those records.”  

129. “Personal information” is defined to mean “any information that is maintained by an 

agency that identifies or describes an individual, including, but not limited to, his or her name, Social 

Security number, physical description, home address, home telephone number, education, financial 

matters, and medical or employment history. It includes statements made by, or attributed to, the 

individual.” (Cal. Civ. Code § 1798.3(a).)  

130. Defendant Thrive Tribe agreed to, was authorized to, and did act on behalf of CDPH 

under contract related to the operation of the CDPH’s ADAP and OA-HIPP programs. CDPH contracted 

with Thrive Tribe to, among other things, enroll people living with HIV and AIDS into the ADAP and 

OA-HIPP programs and secure the protection of their data. CDPH’s actions and inactions constitute a 

violation of a mandatory duty established by statute.  

131. Both the CDPH and Thrive Tribe are jointly and severally responsible and liable for 

violating the California Information Practices Act of 1977. Plaintiff “may bring a civil action against an 

agency whenever such agency . . . fails to comply with any other provision of this chapter, or any rule 

promulgated thereunder, in such a way as to have an adverse effect on an individual.” (Cal. Civ. Code 

§ 1798.45.) 

132. In addition, “[a]ny person, other than an employee of the state or of a local government 

agency acting solely in his or her official capacity, who intentionally discloses information, not otherwise 

public, which they know or should reasonably know was obtained from personal information maintained 

by a state agency . . . shall be subject to a civil action, for invasion of privacy, by the individual to whom 

the information pertains.” (Cal. Civ. Code § 1798.53.) 

133. Mr. Anderson, who was acting as an agent or employee of Thrive Tribe, Evolve 

Healthcare, and Premier Pharmacy, improperly accessed non-public information he obtained from Thrive 



1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

 

 

27 

FIRST AMENDED CLASS ACTION COMPLAINT AND DEMAND FOR JURY TRIAL 

 

Tribe. Mr. Anderson either knew or reasonably should have known this non-public information was being 

held and retained by Thrive Tribe in its capacity as an agent or contractor of CDPH, and thus would 

qualify as records and personal information “maintained by a state agency.” Mr. Anderson thereafter 

disclosed such non-public information to Mr. Goldstein, Evolve Healthcare, and Premier Pharmacy 

pursuant to arrangements to share such data, as set forth above.  

134. Mr. Goldstein, Premier, and Evolve Healthcare further caused such non-public 

information to be disclosed in pursuit of the strategies outlined above, and/or were responsible for the 

acts of their agents, employees, officers, or directors in doing so. Thus, such persons are jointly and 

severally liable for violating the California Information Practices Act of 1977. 

135. The injury to Plaintiff and the Class is the kind of injury that the Information Practices 

Act was designed to protect against, and the injury was proximately caused by (i) CDPH’s and Thrive 

Tribe’s failure to exercise reasonable diligence to discharge their mandatory duty to protect personal 

information from unauthorized disclosure, and (ii) the actions of other defendants to obtain and/or 

disclose that information. 

136. Defendants’ conduct as alleged in detail above violates the California Information 

Practices Act of 1977 in at least the following ways: 

(a) Defendants CDPH and Thrive Tribe requested and came into possession of Plaintiff’s 

and Class members’ personal and medical information as a state agency and contractor 

of that agency to accomplish the agency’s function of coordinating state programs, 

services, and activities relating to HIV and AIDS, and had a statutory duty to preserve 

the confidentiality of this information. CDPH and Thrive Tribe failed to do so. 

(b) Defendants CDPH and Thrive Tribe failed to “establish appropriate and reasonable 

administrative, technical, and physical safeguards to ensure the security and 

confidentiality of records, and to protect against anticipated threats or hazards to their 

security or integrity which could result in any injury.” 

(c) CDPH and Thrive Tribe caused, permitted, or failed to prevent the unauthorized 

disclosure of Plaintiff’s and Class members’ personal and medical information without 

first obtaining Plaintiff’s and Class members’ written authorization or consent. 
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(d) Mr. Anderson, who was an agent, employee, officer, and/or director of Evolve Healthcare 

and Premier Pharmacy, improperly accessed non-public information obtained from and 

held by Thrive Tribe that would qualify as records and personal information “maintained 

by a state agency,” which was thereafter disclosed to Mr. Goldstein, Evolve Healthcare, 

and Premier Pharmacy, all of which thereafter made additional disclosures of such data 

and/or were responsible for the acts of their agents, employees, officers, and directors in 

doing so.  

(e) Premier Pharmacy accessed the data in question as outlined above, resulting in Plaintiff’s 

and other similarly situated individuals’ personal and medical information being taken 

without authorization. 

137. All Defendants also permitted, were aware of, took advantage of, and/or did not stop or 

timely report the unauthorized intentional disclosure of protected personal information described herein, 

and thus are jointly and severally responsible therefor. 

138. As a result of Defendants’ failure to comply with and/or ensure compliance with the 

California Information Practices Act of 1977, Plaintiff and members of the Class have suffered injury.  

139. As Defendants disclosed, received, or conspired and aided and abetted the disclosure of 

such personal information, they are liable for a minimum of $2,500 in statutory damages for each 

violation, any actual or special damages, including damages for mental suffering, as well as attorneys’ 

fees and other litigation costs.   

140. Unless and until enjoined and restrained by order of this Court, the Non-State 

Defendants’ wrongful conduct will continue to cause Plaintiff and the Class irreparable injury in that the 

personal identification information maintained by the Non-State Defendants can be disclosed to 

additional unauthorized persons. Plaintiff and members of the Class have no adequate remedy of law for 

the injuries in that a judgment for the monetary damages will not end the invasion of privacy for Plaintiff 

and the Class unless enjoined. Therefore, pursuant to Cal. Civ. Code § 1798.47, Plaintiff seeks an order 

from this Court to prevent further unauthorized disclosures of the data. 
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Second Cause of Action 

Violation of the AIDS Public Health Records Confidentiality Act 

Cal. Health & Safety Code § 121025 et seq. 

(Against All Defendants) 

141. Plaintiff incorporates the allegations set forth in paragraphs 1–122 as if fully set forth 

herein.  

142. This Cause of Action is brought against all Defendants. 

143. The AIDS Public Health Records Confidentiality Act provides that “[p]ublic health 

records relating to human immunodeficiency virus (HIV) or acquired immunodeficiency syndrome 

(AIDS), containing personally identifying information, that were developed or acquired by a state or local 

public health agency, or an agent of that agency, are confidential and shall not be disclosed, except as 

otherwise provided by law for public health purposes or pursuant to a written authorization by the person 

who is the subject of the record or by his or her guardian or conservator.” (Health & Safety Code 

§ 121025(a).) 

144. Under the AIDS Public Health Records and Confidentiality Act, CDPH and Thrive Tribe 

had an obligation to prevent the disclosure of this information to unauthorized third parties without first 

having written authorization to do so from Plaintiff and members of the Class. In addition, disclosure of 

that information without written authorization by Mr. Anderson, an agent or employee of Mr. Goldstein, 

Evolve Healthcare, and Premier Pharmacy, constitutes a violation of the statute, as do the subsequent 

disclosures set forth above. 

145. Defendant Thrive Tribe agreed to and was authorized to act on behalf of CDPH related 

to the operation of the CDPH’s ADAP and OA-HIPP programs. 

146. CDPH contracted with Thrive Tribe to, among other things, enroll individuals into 

CDPH’s ADAP and OA-HIPP programs.  

147. Defendant Thrive Tribe was an agent and contractor of CDPH. As an agent of a state 

public health agency, Thrive Tribe is subject to the requirements of the California AIDS Public Health 

Records and Confidentiality Act. Defendant CDPH is also subject to the statute. 
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148. Plaintiff and the Class members entrusted Thrive Tribe and the State Defendants with 

individualized private health information that constituted public health records relating to HIV or AIDS 

and that contained personally identifying information, including their names, Social Security numbers, 

addresses, and/or other information that could directly or indirectly lead to the identification of such 

individuals. Thrive Tribe, acting in its capacity as an agent of CDPH, had a legal duty to preserve the 

confidentiality of the records of Plaintiff and members of the Class, as such information cannot be 

disclosed except as otherwise provided by law for public health purposes or pursuant to a written 

authorization by the person who is the subject of the record or by his or her guardian or conservator. The 

private health information that Plaintiff and the members of the Class entrusted to Thrive Tribe, including 

their status as individuals living with HIV, that Thrive Tribe disclosed thus constituted confidential 

“public health records” as defined by Health and Safety Code section 121035(c).  

149. CDPH’s actions and inactions constitute a violation of a mandatory duty. The injury to 

Plaintiff and the class is the kind of injury that the AIDS Public Health Records Confidentiality Act was 

designed to protect against, and the injury was proximately caused by CDPH’s failure to discharge its 

mandatory duty. CDPH has failed to exercise reasonable diligence to discharge that duty. None of the 

disclosures of data at issue were made pursuant to Health & Safety Code section 121026. 

150. Thrive Tribe’s improper conduct with respect to this private information made it 

accessible, available, viewable, and/or downloadable to unauthorized individuals. The private health 

information of Plaintiff and the Class that was contained in confidential public health records was 

improperly accessed by multiple unauthorized persons or entities as a result of Defendants’ wrongful 

conduct. 

151. Mr. Anderson disclosed confidential “public health records” subject to the protections of 

this statute to Mr. Goldstein, Evolve Healthcare, and Premier Pharmacy as set forth above.  

152. Mr. Goldstein, Evolve Healthcare, and Premier Pharmacy made additional unauthorized 

disclosures as set forth above and/or were responsible for the acts of their agents, employees, officers, 

and directors in doing so.  

153. These records cannot be disclosed, except as otherwise provided by law for public health 

purposes or pursuant to a written disclosed absent authorization by the person who is the subject of the 
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record or by his or her guardian or conservator. These Defendants did not have written authorization from 

Plaintiff and Class members to access, use, disclose, or otherwise exploit such information.  

154. As these Defendants wrongfully disclosed or permitted the disclosure of the content of a 

confidential public health record to a third party without written authorization and/or were responsible 

for the acts of their agents, employees, officers, and directors in doing so, they are subject to a civil 

penalty in an amount not less than five thousand dollars ($5,000) for each violation (i.e., each 

unauthorized disclosure, and there were multiple disclosures as set forth above), each of which is a 

separate and actionable offense, and not more than twenty-five thousand dollars ($25,000) for each 

violation, plus court costs. 

155. Alternatively, as these Defendants negligently disclosed or permitted the disclosure of 

the content of a confidential public health record to a third party without written authorization and/or 

were responsible for the acts of their agents, employees, officers, and directors in doing so, they are 

subject to a civil penalty in an amount not to exceed five thousand dollars ($5,000) for each violation 

(i.e., each unauthorized disclosure, and there were multiple disclosures as set forth above), each of which 

is a separate and actionable offense, plus court costs. 

156. In addition, as these Defendants negligently or willfully disclosed or permitted the 

disclosure of the content of a confidential public health record to a third party without written 

authorization and/or were responsible for the acts of their agents, employees, officers, and directors in 

doing so, where the unauthorized disclosure resulted in economic, bodily, or psychological harm to 

members of the Class, Defendants are liable for all actual damages as a result of any economic, bodily, 

or psychological harm that is a proximate result of such acts, plus court costs.   

Third Cause of Action 

Violation of the Confidentiality of Medical Information Act (“CMIA”) 

Cal. Civ. Code § 56 et seq. 

(Against Non-State Defendants and DOES 2–25)  

157. Plaintiff incorporates the allegations in 1–122 as if fully set forth herein.  

158. This Cause of Action is brought against all Defendants except the State Defendants. 



1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

 

 

32 

FIRST AMENDED CLASS ACTION COMPLAINT AND DEMAND FOR JURY TRIAL 

 

159. The Non-State Defendants and DOES 2–25 are subject to the requirements and mandates 

of the CMIA.  

160. Defendant Thrive Tribe is a “Contractor” as defined by Cal. Civ. Code section 56.05(d) 

and/or a “Provider of Health Care” as expressed in Cal. Civ. Code section 56.06. 

161. Defendant Evolve Healthcare is a “Contractor” as defined by Cal. Civ. Code section 

56.05(d) and/or a “Provider of Health Care” as expressed in Cal. Civ. Code section 56.06. 

162. Defendant Mr. Goldstein, as the CEO, funder, director, agent, or employee of Defendants 

Evolve Healthcare and/or Premier Pharmacy, is responsible for ensuring these entities comply with all 

applicable laws and/or for the unlawful conduct described above and thus qualifies as a “provider of 

health care” or is otherwise a person who negligently released confidential information or records of 

Plaintiff and Class members.  

163. Defendant Mr. Anderson, as an officer, director, employee, agent, and/or representative 

of Defendants Evolve Healthcare and/or Premier Pharmacy, is responsible for ensuring these entities 

comply with all applicable laws and/or for the unlawful conduct described above and thus qualifies as a 

“provider of health care” or is otherwise a person who negligently released confidential information or 

records of Plaintiff and Class members.  

164. Defendant Premier Pharmacy is a “Contractor” as defined by Cal. Civ. Code section 

56.05(d), a “Pharmaceutical company” as defined by Cal. Civ. Code section 56.05(l), a “provider of 

health care” as defined in Cal. Civ. Code section 56.06, or is otherwise a person who negligently released 

confidential information or records of Plaintiff and Class members.  

165. Plaintiff and the Class members are “Patients” as defined by Cal. Civ. Code section 

56.05(k). 

166. Plaintiff’s and Class members’ personal and medical information that was the subject of 

the unauthorized disclosure included “medical information” as defined by Cal. Civ. Code 

section 56.05(j). 

167. In violation of the CMIA, the Non-State Defendants negligently released confidential 

information or records concerning Plaintiff and the Class. (Cal. Civ. Code § 56.10(b).) 
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168. In violation of the CMIA, the Non-State Defendants disclosed and/or used the medical 

information of Plaintiff and Class members without first obtaining an authorization to do so. (Cal. Civ. 

Code §§ 56.10(a), 56.11, 56.13.)  

169. In violation of the CMIA, the Non-State Defendants shared, sold, used for marketing, or 

otherwise used medical information of Plaintiff and the Class members for a purpose not necessary to 

provide health care services to Plaintiff or the Class members. (Cal. Civ. Code § 56.10(d).) 

170. In violation of the CMIA, Thrive Tribe, Mr. Anderson, and Mr. Goldstein, as employees 

or agents of Thrive Tribe, wrongfully used, disclosed, or permitted their employees or agents to use or 

disclose “medical information possessed in connection with performing administrative functions” of the 

OA-HIPP and ADAP programs. (Cal. Civ. Code § 56.26(a).) ADAP and OA-HIPP provide payment for 

health care services on behalf of HIV and AIDS patients. 

171. In violation of the CMIA, Thrive Tribe failed to maintain, preserve, and store medical 

information “in a manner that preserves confidentiality of the information contained therein.” Cal. Civ. 

Code § 56.101(a). Electronic medical record systems are required to “protect and preserve the integrity 

of electronic medical information.” (Ibid.) Plaintiff and Class members entrusted Thrive Tribe with their 

private information, and, at all relevant times, Thrive Tribe had a legal duty to protect and exercise 

reasonable care in preserving the confidentiality of Plaintiff’s and other Class members’ personal and 

medical information. Thrive Tribe failed to do so. 

172. In violation of the CMIA, Thrive Tribe’s electronic health record systems or electronic 

medical record systems did not protect and preserve the integrity of Plaintiff’s and Class members’ 

medical information. (Ibid.) 

173. As a direct and proximate result of the Non-State Defendants’ violations of Cal. Civ. 

Code section 56 et seq., Plaintiff and Class members now face an increased risk of future harm and have 

suffered fear, anxiety, and worry caused by the unauthorized disclosure of their medical information. 

174. None of the statutory affirmative defenses set forth in the CMIA apply to justify the Non-

State Defendants’ conduct.  

175. As a result of such violations, Plaintiff and Class members pursuant to Cal. Civ. Code 

section 56.36 are entitled to damages in an amount to be proven at trial, including statutory damages of 
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$1,000 per violation per person (i.e., each unauthorized disclosure, and there were multiple disclosures 

as set forth above), actual damages, and reasonable attorneys’ fees and costs. 

Fourth Cause of Action 

Invasion of Privacy 

(Against Non-State Defendants and DOES 2–25) 

176. Plaintiff incorporates by reference paragraphs 1–122 as though fully stated herein.  

177. This Cause of Action is brought against all Defendants except the State Defendants. 

178. The right to privacy is recognized under common law of this State and also is a personal 

and fundamental right protected by Section 1 of Article I of the Constitution of California and by the 

United States Constitution in that all individuals have a right of privacy in information pertaining to them. 

As a result of being a CDPH contractor providing assistance to Plaintiff and the Class members with 

enrolling in and maintaining eligibility in CDPH’s ADAP and OA-HIPP’s programs, Defendant Thrive 

Tribe invaded or permitted the invasion of Plaintiff’s and the Class members’ right to privacy by allowing 

the unauthorized access to the personal and medical information of Plaintiff and the Class members by 

and to third parties and negligently maintaining the confidentiality of this information, as set forth in 

detail above.  

179. The Non-State Defendants invaded Plaintiff’s and the Class members’ right to privacy 

by participating in obtaining and using the personal and medical information of Plaintiff and the Class 

members for their personal profit and benefit and/or by negligently maintaining the confidentiality of this 

data, as set forth above.  

180. This intrusion was offensive and objectionable to Plaintiff and Class members and would 

be offensive and objectionable to a reasonable person of ordinary sensibilities. 

181. This intrusion was into information that was private and is entitled to be private in that 

Plaintiff’s and Class members’ personal medical information provided to Defendant Thrive Tribe as 

enrollees in ADAP and OA-HIPP by contract and by law was intended to be kept confidential and 

protected from unauthorized disclosure. 
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182. As a proximate result of the Non-State Defendants’ acts as set forth in detail above, 

Plaintiff’s and Class members’ personal and medical information was viewed, distributed, and used 

without prior written authorization to persons unauthorized to access such information.  

183. Plaintiff and the Class members suffered general damages in an amount to be determined 

at trial according to proof. 

184. Plaintiff and Class members are also entitled to appropriate injunctive relief. 

185. By permitting the unauthorized access to and disclosure of Plaintiff’s and the Class 

members’ personal and medical information, including their HIV status, with a willful or conscious 

disregard of Plaintiff’s and the Class members’ right to privacy, the Non-State Defendants are guilty of 

oppression, fraud, or malice, thereby entitling Plaintiff and Class members to an award of exemplary 

damages. 

Fifth Cause of Action 

Negligence 

(Against Non-State Defendants and DOES 2–25)  

186. Plaintiff incorporates by reference paragraphs 1–122 as though fully stated herein. 

187. This Cause of Action is brought against all Defendants except the State Defendants. 

188. The Non-State Defendants had a foreseeable duty to keep Plaintiff’s and Class members’ 

private, non-public personal, medical, and health-related information private and confidential.  

189. The Non-State Defendants had a foreseeable duty to Plaintiff and Class members to 

exercise reasonable care to not access Plaintiff’s and Class members’ non-public personal and medical 

information without authorization or consent and to prevent such information from being accessed by 

unauthorized persons without their authorization or consent. This duty included refraining from accessing 

or exploiting such information; creating, maintaining, testing, and/or securing any databases containing 

non-public personal and medical information; and ensuring that Plaintiff’s and Class members’ non-

public personal and medical information was either not accessed by them without first obtaining 

authorization to do so or secured from access by unauthorized personnel, including current and former 

employees. 
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190. The Non-State Defendants had a foreseeable duty to Plaintiff and Class members to 

implement processes to detect unauthorized access to their computers or systems in a timely manner and 

to act upon any warnings or alerts that such computers or systems were improperly accessed. 

191. The Non-State Defendants had a foreseeable duty to Plaintiff and Class members to 

timely disclose any unauthorized access to their computers or systems. The Non-State Defendants 

breached each of these duties by their conduct alleged herein. As a proximate result of Defendants’ breach 

of such duties by engaging in the conduct described herein, Plaintiff and members of the Class have 

suffered, and will continue to suffer, damages and injuries for which they are entitled to be compensated. 

Sixth Cause of Action 

Violation of the Unfair Competition Law  

Cal. Bus. & Prof. Code § 17200 et seq., 

(Against Non-State Defendants and DOES 2–25) 

192. Plaintiff incorporates by reference paragraphs 1–122 as though fully stated herein, except 

any allegations as to entitlement to damages.  

193. This Cause of Action is brought against all Non-State Defendants. 

194. The information obtained, disclosed, and/or used by the Non-State Defendants without 

authorization or consent identifies, relates to, describes, is reasonably capable of being associated with, 

or could reasonably be linked, directly or indirectly, with a particular consumer or household and thus is 

defined as “personal information.” The personal information of Plaintiff and Class members has an 

independent monetary value, depending on the amount and quality of information available, the 

demographics of the clients in a customer database, and whether such customers have used or reused the 

companies’ products or services. Such information and databases are considered property, the non-

disclosure of which is protected by law, including the laws set forth above.  

195. Because personal information is both valuable and fungible data, the specific information 

provided at issue is property that, as evidenced by the entities that accessed the data without authorization, 

the profits to be derived from such data and the alleged purpose and profits for doing so derives an 

independent economic value, and from which the Non-State Defendants have derived or have attempted 

to derive economic value. Such information is also of value and interest to Plaintiff and Class members, 
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for which they have a cognizable claim in terms of controlling who does and who does not have access 

to such information. It is property with a specific definable value to the Non-State Defendants in which 

Plaintiff and Class members, by virtue of state and federal law, have a vested interest in its value, control, 

protection, and dissemination, as evidenced by the statutory references and agreements referenced herein. 

Plaintiff and Class members were not compensated in any way by the Non-State Defendants in exchange 

for the unlawful use of Plaintiff’s and Class members’ personal information. 

196. Plaintiff and Class members were required to provide the above personal, medical, and 

financial information to Thrive Tribe in order obtain their assistance with enrolling in and maintaining 

eligibility in ADAP and OA-HIPP. Plaintiff and Class members’ interest in such data was compromised, 

diminished, and deprived in whole or in part by having this information disclosed to third parties without 

Plaintiff’s and Class members’ authorization or consent who thereafter used it for their own profit, 

exploitation, use, and misuse. Plaintiff thereby surrendered more and/or acquired less in a transaction 

than he otherwise would have if the Non-State Defendants had fully informed him of the true facts. In 

addition, the risk that Plaintiff’s and Class members’ personal data will be accessed and misused by 

hackers and cybercriminals is immediate and very real. This results in an increased risk of identity theft 

or fraud, as such information can be used not only to solicit transactions, but also gives third parties the 

ability to target them in schemes and identity theft attacks by using this specific personal information. 

197. Plaintiff was also injured in fact by suffering fear, anxiety, and worry caused by the 

unauthorized disclosure of his personal and medical information and not knowing who accessed such 

information and/or having to spend hours dealing with these issues related to the unauthorized disclosure 

of this personal and medical information. The disclosure of such personal information to Evolve 

Healthcare, Mr. Goldstein, Mr. Anderson, and/or Premier Pharmacy was intended for those Defendants’ 

profit and was undertaken without Plaintiff’s advance authorization or consent to do so. 

198. Plaintiff has therefore suffered an injury in fact and lost money or property as a result of 

the Non-State Defendants’ conduct, inter alia, because the personal and medical non-public information 

in which he has a vested interest and that he provided to Thrive Tribe solely for purposes of enrolling in 

the ADAP and OA-HIPP programs was unlawfully disclosed at a minimum to Evolve Healthcare, 

Mr. Goldstein, Mr. Anderson, and Premier Pharmacy, who did not maintain adequate controls over such 
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data. Such personal and medical information is a valuable asset that has been and can be exploited for 

profit and has its own independent economic value. Plaintiff would not have provided that information 

to Thrive Tribe had the true facts been timely disclosed. Plaintiff suffered further injury in fact by not 

being paid all compensation he was entitled to by statute, including the statutes set forth above.   

199. The Non-State Defendants’ conduct violates California Business and Professions Code 

section 17200 in the following respects: 

(a) The Non-State Defendants’ mishandling and misuse of Plaintiff’s and Class members’ 

personal and medical information, as set forth above, constitutes an unlawful business 

practice because the Non-State Defendants’ conduct violates California Civil Code 

sections 56 et seq. and 1798 et seq., California Health & Safety Code section 121025, 

and invasion of privacy and negligence, all as set forth in detail above; 

(b) The Non-State Defendants’ mishandling and misuse of Plaintiff’s and Class members’ 

personal and medical information, as set forth above, constitutes an unfair business 

practice. As the conduct at issue is not conduct directed between competitors but conduct 

directed at consumers, there are several tests that determine whether a practice is 

“unfair,” which examine the practice’s impact on the public balanced against the reasons, 

justifications, and motives of the Non-State Defendants. For example,  

(i)  does the practice offend an established public policy? Here the practices at issue 

offend the policies against disclosing or improperly using confidential personal 

medical information as reflected in the laws set forth above; 

(ii)  balancing the utility of the Non-State Defendants’ conduct against the gravity of 

the harm created by that conduct, did the Non-State Defendants’ practice cause 

substantial injury to Plaintiff and Class members with little to no countervailing 

legitimate benefit and cause harm that could not reasonably have been avoided 

by the consumers themselves? Such is the circumstance in this case, as there is 

no utility of compromising such data from consumers’ perspectives, and such 

practices cause substantial injury to consumers by resulting in consumers losing 

control over such data that they could not reasonably have avoided; or 
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(iii)  is the practice immoral, unethical, oppressive, unscrupulous, unconscionable, or 

substantially injurious to consumers? This is evidenced by the facts alleged above 

in terms of failing to protect such data and/or abusing such data in a manner that 

profits the Non-State Defendants at the expense of consumers; and 

(c) The Non-State Defendants’ failure to timely notify Plaintiff and Class members of the 

unauthorized disclosure at issue constitutes a fraudulent business practice, as that failure 

likely misled reasonable consumers impacted by the practice to believe that their personal 

information was secure when in fact it had apparently been compromised for profit for 

well over a year. 

200. The Non-State Defendants’ unlawful, unfair, and fraudulent business practices, as 

described above, present a continuing threat to Plaintiff and the Class and the public since the Non-State 

Defendants continue to maintain the medical information of Plaintiff and the Class members. Plaintiff 

and the Class members may have no other adequate remedy of law absent equitable relief from the Court. 

201. Pursuant to the Business & Professions Code section 17203, Plaintiff, for himself, the 

members of the Class, and the benefit of the general public, seeks an Order of this Court requiring: (i) the 

destruction and deletion of the personal and medical information at issue that is no longer necessary to 

be retained by Defendants, and/or allowing Class members to direct the destruction and deletion of that 

information as they so choose; (ii) payment of restitution in the form of the value of any data 

compromised and restitutionary disgorgement of any moneys made by the Non-State Defendants off of 

the use of such data; and (iii) Defendants to engage in a corrective notice campaign to provide notice to 

Class members of the circumstances surrounding the unauthorized access and their right to request the 

destruction and deletion of their personal and medical information. 

202. Plaintiff and Class members also seek the recovery of attorneys’ fees and costs in 

prosecuting this action against the Non-State Defendants under California Code of Civil Procedure 

Section 1021.5 and other applicable law. 
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PRAYER FOR RELIEF 

WHEREFORE, Plaintiff, individually and on behalf of the Class members, prays for judgment 

in favor of Plaintiff and the Class members and against Defendants as follows, as appropriate and 

applicable to the Causes of Action set forth above: 

A. Finding that this action satisfies the prerequisites for maintenance as a class action under 

California Code of Civil Procedure section 382 and certifying the Class defined herein; 

B. Designating Plaintiff as representative of the Class and his counsel as Class counsel; 

C. Declaring Defendants’ conduct in violation of California Civil Code sections 56 et seq. 

and 1798 et seq., California Health & Safety Code section 121025, and other laws as set 

forth above, as applicable; 

D. Ordering Defendants to: 

i. Destroy or delete the personal and medical information at issue that is no longer 

necessary to be retained by Defendants, and/or allow Class members to direct the 

destruction and deletion of that information as they so choose; and, 

ii. Engage in a corrective notice campaign to provide notice to Class members of the 

circumstances surrounding the unauthorized access and their right to request the 

destruction and deletion of their personal and medical information; 

E. Awarding Plaintiff and members of the Class compensatory, statutory, and/or exemplary 

damages, and/or restitution or restitutionary disgorgement, all in amounts to be 

determined at trial; 

F. Awarding Plaintiff’s counsel reasonable attorneys’ fees;  

G. Awarding Plaintiff’s litigation taxable and non-taxable costs and litigation expenses, 

including expert fees; 

H. Awarding pre- and post-judgment interest at the maximum rate permitted by applicable 

law; and 

I. Granting such further relief as the Court deems just. 

JURY DEMANDED 

Plaintiff demands a trial by jury on all issues so triable. 
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Dated: October 6, 2022   Respectfully submitted, 

      CONSUMER WATCHDOG 

 

      By:                                             
 Jerry Flanagan 
 Daniel L. Sternberg 
 

      WHATLEY KALLAS, LLP  
  
 
      By:                                             
 Alan M. Mansfield  
 

     Attorneys for Plaintiff  
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EXHIBIT 3 



State of California—Health and Human Services Agency 

  California Department of Public Health 
  

 
 SONIA Y. ANGELL, MD, MPH GAVIN NEWSOM 

State Public Health Officer & Director Governor 

 

 
CDPH, MS 7708 ●   P.O. Box 997426   ●  Sacramento, CA 95899-9908 

Department Website (www.cdph.ca.gov) 

 
7/31/2020 

 

 

 
 
Dear Jerry Flanagan, 
 
We have received your Public Records Act request reference number P009736-072320.  
You have requested that CDPH provide records sufficient to establish the following: 
 

1. Which CDPH contractor was involved in the privacy breach that happened on or 

around April 22, 2019? 

2. What information was disclosed? 

3. Who was the information disclosed to? 

4. How many consumers were impacted by the privacy breach? 

Enclosed you will find the Thrive Tribe Breach FAQ which will answer questions one 
through three listed above.  Based on our investigation, we believe 460 individuals were 
affected by this incident.  The only responsive document, upon which this number is  
based, is exempt from release under Government Code section 6254(c) as it contains 
personal medical information.   
 
If you have any questions, please contact Edna Martin at Edna.Martin@cdph.ca.gov. 
 
 
Thank you, 
 
 

Sandra Robinson, MBA 
ADAP Branch Chief 
California Department of Public Health 
 
 

http://www.cdph.ca.gov/
mailto:Edna.Martin@cdph.ca.gov


 

20-PO-DOA-39465 FAQ 
Breach Specifics 

                                                                 

1. What happened/How was my information breached? 

In late April 2020, the California Department of Public Health (CDPH) became 
aware that The Thrive Tribe Foundation disclosed your information to 
unauthorized recipients in April 2019.  
 

2. Who breached or accessed my personal information? 
Your information was disclosed by The Thrive Tribe Foundation to three 
unauthorized health-related entities, including a pharmacy benefits company, an 
entity trying to become an ADAP enrollment site, and a health care coordination 
company. We have no reason to believe your information was shared outside of 
these three companies. 
 

3. Who are the three unauthorized health-related entities? 

CDPH is working to retrieve your information. The three unauthorized healthcare 
entities that received your information are Adherence Project, Evolve Healthcare, 
and Premier Pharmacy.  
 

4. What sort of personal information/specific types of personal information of 
mine was breached? 

The disclosure included your first and last name, date of birth, contact 
information, ADAP identification number, and ADAP enrollment status, and 
eligibility end date. 
 

5. Where is my personal information now? 
CDPH is currently attempting to retrieve your information from the unauthorized 
entities. The contract with The Thrive Tribe Foundation expired on June 30, 2020 
and CDPH will not be entering into a new contract with this organization.   
 

6. When was this breach discovered? 

CDPH has been investigating this possible breach of confidential information 
since April 30, 2020. On May 27, 2020, CDPH determined that a breach likely 
occurred. 
 

7. Why did you wait one year to tell me about the breach? 

CDPH was informed on April 29, 2020 of the incident that occurred in April 2019. 
Please note, notification to CDPH was provided more than a year after the 
unauthorized disclosure. Since CDPH was informed, CDPH thoroughly 
investigated this incident to determine what happened and whether the 
disclosure was a breach.   

 
8. What is CDPH doing about the breach? How will CDPH prevent this from 

happening in the future?  



CDPH let the contract with The Thrive Tribe Foundation expire on June 30, 2020, 
and CDPH will not be entering into a new contract with this organization. CDPH 
is also auditing enrollment sites to ensure they adhere to the Health Insurance 
Portability and Accountability Act (HIPAA) Business Associate Addendum (BAA) 
set forth in their contracts. The HIPAA BAA ensures that CDPH enrollment sites 
have adequate controls and safeguards in place to protect the privacy and 
security of personal information of program clients. CDPH is also making efforts 
to retrieve the information from the unauthorized individuals.    
 

9. Why wasn’t my information secure?  

The incident did not occur due to a lack of security controls, but instead due to 
the Thrive Tribe Foundation disclosing your information to other unauthorized 
health care entities. 
 
 

10. What did CDPH do when it first became aware of the breach? 

Upon learning that The Thrive Tribe may have improperly disclosed client 
information CDPH began an investigation. 
 

11. I have received 2 letters from CDPH in the last couple weeks.  I called the 
phone number in the most recent letter but it was only a voicemail. The first 
letter said I had to choose a new enrollment site, the second letter says my 
personal information was disclosed. Was it my enrollment site who 
disclosed my personal information? 

Yes, your previous enrollment site is the one who disclosed your personal 
information. As CDPH became aware of the severity of the breach and decided 
to let your previous enrollment site’s contract expire, CDPH made efforts to 
ensure program clients would not experience a lapse in services and could be 
referred to a new enrollment site.   

 
12. I talked to my enrollment site, they said CDPH did not renew their contract 

due to budgetary concerns. Is that accurate? 
 

Yes. With the current budget restraints and CDPH’s resource obligations in the 
COVID-19 response, CDPH is being asked to cut money wherever we can. 
Given the severity of the enrollment site’s breach, CDPH spent a lot of time, 
money, and resources to investigate the breach, and continues to spend time, 
money, and resources to ensure our program clients are protected.  
 
 

Credit/Identity Theft 
 

13. Does this mean that I’m a victim of identity theft?  No. The fact that someone 
may have had access to your information doesn’t mean that your information was 
used to commit identity theft or that your information will be used to commit fraud. 
CDPH wanted to let you know about the incident so that you can take 



appropriate steps to protect yourself. In addition, the information disclosed did 
not include any other information, such as Social Security number, Driver’s 
License number, or financial account numbers which could expose you to 
financial identity theft. 

 
14. How will I know if any of my personal information was already used by 

someone else?     
You may want to request a copy of your medical records from your provider or 
plan to serve as a baseline and determine whether your medical records include 
office visits you didn’t make or treatment you didn’t receive.  
 

15. What can I do to protect myself?  You can place a fraud alert on your credit 

files. To place a fraud alert, call any one of the three credit bureaus at the 
following numbers and follow the “fraud victim” instructions.  The one you call will 
notify the others to place the alert.  When you call the credit bureau’s fraud line, 
you will be asked for identifying information.   

 

• Trans Union – 1-800-680-7289 

• Experian – 1-888-397-3742 

• Equifax – 1-800-525-6285 
 

16. What does a fraud alert do? 
A fraud alert can help protect you from identity theft. Businesses are required to 
verify your identity before issuing credit when you have a fraud alert and may try 
to contact you. A fraud alert is free, and an initial alert lasts for at least 90 days.  

17. I called the credit bureau fraud line, and they asked for my Social Security 
number; is it okay to give it?  Yes.  The credit bureaus ask for your Social 
Security number and other information in order to identify you and avoid sending 
your credit report to the wrong person.   

 
18. What happens if I find out that I have been a victim of identity theft?  You 

can immediately notify your local law enforcement agency, contact any creditors 
involved, and notify the credit bureaus. For more information on what to do, see 
the Identity Theft Victim Checklist on the Identity Theft page of the California 
Office of Privacy’s Web site at www.privacy.ca.gov.   

 
19. The notice from CDPH is regarding a family member, a spouse, or child, 

who is deceased. What should I do?  See the Information Sheet, Identity Theft 

and the Deceased on the Identity Theft page of the California Office of Privacy’s 
Web site at www.privacy.ca.gov. 
 

 

 

http://www.privacy.ca.gov/
http://www.privacy.ca.gov/
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EXHIBIT 5 



State of California—Health and Human Services Agency                      California Department of Public Health 
Office of AIDS 

Agreement by Employee/Contractor to Comply with Confidentiality Requirements 

Summary of Statutes Pertaining to Confidential Public Health Records and Penalties for Disclosure 

All HIV/AIDS case reports and any information collected or maintained in the course of surveillance-related 
activities that may directly or indirectly identify an individual are considered confidential public health record(s) 
under California Health and Safety Code (HSC), Section 121035(c) and must be handled with the utmost 
confidentiality. Furthermore, HSC §121025(a) prohibits the disclosure of HIV/AIDS-related public health records 
that contain any personally identifying information to any third party, unless authorized by law for public health 
purposes, or by the written consent of the individual identified in the record or his/her 
guardian/conservator.  Except as permitted by law, any person who negligently discloses information contained 
in a confidential public health record to a third party is subject to a civil penalty of up to  $5,000 plus court 
costs, as provided in HSC §121025(e)(1).  Any person who willfully or maliciously discloses the content of a 
public health record, except as authorized  by  law,  is  subject  to  a  civil  penalty  of  $5,000-$25,000 plus 
court  costs  as  provided by HSC §121025(e)(2).  Any willful, malicious, or negligent disclosure of information 
contained in a public health record in violation of state law that results in economic, bodily, or psychological 
harm to the person named in the record is a misdemeanor, punishable by imprisonment for a period of up to 
one year and/or a fine of up to $25,000 plus court costs (HSC §121025(e)(3)).  Any person who is guilty of a 
confidentiality infringement of the foregoing type may be sued by the injured party and shall be personally 
liable for all actual damages incurred for economic, bodily, or psychological harm as a result of the breach 
(HSC §121025(e)(4)). Each disclosure in violation of California law is a separate, actionable offense (HSC 
§121025(e)(5)).

Because an assurance of case confidentiality is the foremost concern of the California Department of Public 
Health, Office of AIDS (CDPH/OA), any actual or potential breach of confidentiality shall be immediately 
reported. In the event of any suspected breach, staff shall immediately notify the director or supervisor of the 
local health department’s HIV/AIDS surveillance unit who in turn shall notify the CDPH/OA Surveillance 
Section Chief or designee. CDPH/OA, in conjunction with the local health department and the local health 
officer shall promptly investigate the suspected breach. Any evidence of an actual breach shall be reported 
to the law enforcement agency that has jurisdiction. 

Employee Confidentiality Pledge 

I recognize that in carrying out my assigned duties, I may obtain access to private information about 
persons diagnosed with HIV or AIDS that was provided under an assurance of confidentiality. I understand that 
I am prohibited from disclosing or otherwise releasing any personally identifying information, either directly or 
indirectly, about any individual named in any HIV/AIDS confidential public health record. Should I be 
responsible for any breach of confidentiality, I understand that civil and/or criminal penalties may be brought 
against me. I acknowledge that my responsibility to ensure the privacy of protected health information 
contained in any electronic records, paper documents, or verbal communications to which I may gain access 
shall not expire, even after my employment or affiliation with the Department has terminated. 

By my signature, I acknowledge that I have read, understand, and agree to comply with the terms and 
conditions above. 

___________________________________      ________________________________      ____________ 
Employee name (print) Employee Signature  Date

_____________________________      _ ________________________________      ____________ 
Supervisor name (print) Supervisor Signature  Date

___________________________________   
Name of Employer 

P L E A S E  R E T A I N  A  C O P Y  O F  T H I S  D O C U M E N T  F O R  Y O U R  R E C O R D S. 
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