Before the

Federal Trade Commission
Washington, DC

In the Matter of

Online Health and Pharmaceutical
Marketing that Threatens
Consumer Privacy and Engages

in Unfair and Deceptive Practices
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Complaint, Request for Investigation, Public Disclosure,
Injunction, and Other Relief:

Google, Microsoft, QualityHealth, WebMD, Yahoo, AOL, HealthCentral,
Healthline, Everyday Health, and Others Named Below

L. Introduction

1. As consumers increasingly go online seeking advice and information about
possible forms of treatment for a variety of health and medical issues, they face
an array of sophisticated and non-transparent interactive marketing
applications. A far-reaching complex of health marketers has unleashed an
arsenal of techniques to track and profile consumers, including so-called medical
“condition targeting,” to eavesdrop on their online discussions via social media
data mining; to collect data on their actions through behavioral targeting; to use
viral and so-called “word-of-mouth” techniques online to drive interest in
prescriptions, over-the counter drugs, and health remedies; and to influence
their subconscious perceptions via pharma-focused “neuromarketing.”!




messaging, tools and offers.” Few consumers likely realize, however, that they
have consented to become the subjects of a “proprietary profiling technology”
that “captures... valuable information across over 100 individual data points,”
including “consumers’ conditions and preferred treatments”; “doctor
relationships and plans to visit the doctor”; and “insurance and formulary
coverage."*3
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health properties."?* AdRx promises its clients “... access to more than 20 million
health-conscious consumers, with condition-specific targeting” as well as a
variation on behavioral targeting that follows patients over the course of their
treatment, "by sequencing messaging to appear within the patient lifecycle, from
pre-diagnosis to diagnosis to condition management."**
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46. HealthCentral, an array of "highly targeted condition and wellness specific
interactive health sites..., offers advertising solutions across 35 condition-
specific categories."*? “We provide an interactive platform for users to engage
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47. Caring.com tells consumers that it is “the leading online destination for those
seeking information and support as they care for aging parents, spouses, and
other loved ones. Qur mission: to help the helpers. We equip family caregivers to
make better decisions, save time and money, and feel less alone—and less
stressed—as they face the many challenges of caregiving."** But to advertisers it
explains that it offers “Geo-Targeting (by state, MSA, city, or zip code),
Contextual Targeting, Demographic Targeting and Role-Based Targeting.">*
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fingertips,” including “the level of influence” individual physicians have in
encouraging adoption of cancer treatments. %7
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patient.”'®* But given its "ConditionMatch” and other behavioral targeting data
profiling model, there are privacy and consumer-protection implications for
ad-based EMR's. The FTC should also examine Practice Fusion’s relationship to
federal stimulus funds related to physician adoption of EMRs, 8¢
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142. In 2007 Pfizer forged a partnership with Sermo, the nation’s largest online
physician community, “designed to redefine the way physicians in the U.S. and
the healthcare industry work together to improve patient care.... Through this
collaboration, Sermo’s community of physicians will have access to Pfizer’s
clinical content in tangible ways that allow for the transparent and efficient
exchange of knowledge. With access to comprehensive and up-to-date
information on Pfizer products, physicians will be able to find the data they



Other Sermo promotional and data-gathering services include Sermo Surveys
("Target MDs on-demand and instantly gauge clinical opinions"), Sermo Postings
("Spark discussions with MDs across 68 specialties”), and Sermo Panels ("Get
qualitative insights from the right physicians—in real-time”).1%¢
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144. DoctorDirectory.com is another example of a patient and doctor health portal
in which there is insufficient disclosure that marketing is taking place.
Although ostensibly a “powerful search engine [that] has matched thousands
of patients seeking medical services with the right Healthcare Professional,”
the site is also an aggressive healthcare marketer:

DoctorDirectory.com is an information-resources and marketing-solutions
company for patients, physicians, and industry clients who need access to
high-quality information and virtual, innovative, interactive programs. We
provide a flexible, results-focused platform that improves decision making
resulting in better care and optimal use of available resources. Qur expertise
and solutions include: Market research, eSampling, eDetailing, physician
recruiting, e-mail messaging and targeted online advertising. IncreaseRx, our
flagship solution, is a virtual sales and marketing solution for brands that
need to increase physician reach and maximize untapped market share
potential thereby generating incremental revenue. What makes this solution
unique is that IncreaseRx employs a gain-share model that guarantees a
positive return on investment. The bottom line is guaranteed results of
increased incremental revenue and a positive impact on relative market
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154. As Hispanic marketing specialist Terra points out, “...7,601,000 unique visitors,
or 40.2% of the US Hispanic online audience has visited content in the health
category, of which 29.4% have visited content within the health-information
subcategory, and 6.7% have visited content within the pharmacy
subcategory...." Terra also singles out the Stop & Shop chain, which "has
announced that all of its Pharmacies now offer Spanish language prescription
labels and information. Every day more and more marketers are recognizing
the importance of advertising to this market."2%0
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